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1.BBegeHue

eBios aTo mpusoxeHue i1 c60pa M peAAKTUPOBAHUSA MHPOpPMALMKU O HACTpPOHKaX
napameTtpoB BIOS(UEFI) ynanenno u ysokanbHo (cpeactBamu Microsoft SCCM) u3 cpezbl
onepanroHHbix cucteM Windows u Linux, 6e3 HenocpeactBeHHoro Bxoja B BIOS. [lnisa
WCIOJIb30BAaHUSI TNPUJIOKEHHUS Ha yJaJeHHOM KOMIbIOTepe, HEeOOXOJAMMO YCTAaHOBUTb
yAaJIeHHOe MOAK/II0UEeHHE K JAHHOMY KOMIIbIOTEPY, yCTAHOBUTb Ha HEM NpUjIoKeHue eBios
Y BBITIOJIHUTh B HEM HEOOX0IUMbIe Ollepaliu. ITO MO3BOJIsSAET a/IMUHUCTPATOPaM paboTaTh
¢ BIOS Ha koMmnbloTepax, puanyecKui AOCTYI K KOTOPbIM HEBO3MOKEH.
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2.YcTaHOBKa

sl yctaHoBKM npusioxkeHus B Windows Heo6X0JUMO BBITIOJIHUTD CJAeYIOLHe aru:

1. 3anyctuTe dpaia eBios_Setup.exe;

2. B oTKpbIBIIEMCS OKHE BBIOEPUTE My Th YCTAHOBKU NMPUJI0KEHUS, HAXKaB KHOIKY
“Browse”W/iv 0CTaBbTE MyThb 10 YMOJIYAHUIO;

@ Setup - eBios HE10DA V41 version 1.1.0 —

Select Destination Location
Where should eBios H&10DA V41 be installed?

o3,

| ]]I Setup will install eBios HE10DA V41 into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

“: rogram Files\IntechPro\eBios Browse. ..

At least 101,6 MEB of free disk space is required.

3. Haxkmure “Next” ayis npogo/mKeHus ycTaHOBKY Ui “Cancel” 11 oTMeHbl yCTaHOBKHY;

4. B cnepywouieM oOkHe Bbl MoxeTe omnpefie/ldMTh HEOOXOJUMOCTb CO3JaHUS
JIOTIOJTHUTEJIbHBIX SPJIBIKOB MNPUJIOXKEHHUS, yOpaB WM YCTAaHOBUB (JAXKKU B
COOTBECTBYIOIIUX YEKOOKCAX;

@ Setup - eBios HE10DA VAT version 1,1.0 —

Select Additional Tasks
Which additional tasks should be performed?

o3,

Select the additional tasks you would like Setup to perform while installing eBios
HE10DA V41, then dick Mext.

Additional shortouts:
Create a desktop shortcut
Create a Quick Launch shortcut
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5. Haxxmute “Next” paasa mnpojo/nKeHHUsT YCTAaHOBKH,

llBaCk"
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JJIsl  BO3BpaTa K

npeAblAyleMy ary ycTaHoBKY WM “Cancel” aJ1s1 oTMeHbI yCTaHOBKHU;
6. Cienymoliee OKHO OTOOpakaeT BbIOpaHHbIE HA MPeAbIAYIIUX IIarax oniuu. Haxxmure
“Install” gnia npomomxkenus ycraHoBkY, “Back” i1 Bo3BpaTa K npeAblAylieMy Liary

ycTaHOBKHU WM “Cancel” /151 oTMeHbl yCTAaHOBKHU;

Setup - eBios HE10DA V41 version 1.1.0 -

Ready to Install
Setup is now ready to begin installing eBios HE 10DA V41 on your computer.,

Click Install to continue with the installation, or didk Back if you want to review or
change any settings.

s

Destination location:
C:'\Program Files\IntechPro'\eBios

Additional tasks:
Additional shortouts:
Create a desktop shortcut
Create a Quick Launch shortcut

Back Install

Cancel

7. [lOXXAUTeCh 3aBeplleHUs YCTAaHOBKY;

Setup - eBios HE10DA V41 version 1.1.0 -

Installing
Please wait while Setup installs eBios HE10DA V41 on your computer,

Extracting files...
C:\Program Files\IntechPro'eBios\Qt5RemoteObjects. dil

Cancel

2
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8. Haxxmure “Finish”. YcraHoBKa 3aBeplieHa. Bol MoxKeTe 3anycTUTh eBios.

Setup - eBios HE10DA V41 version 1.1.0 -

Completing the eBios H610DA V41
Setup Wizard

Setup has finished installing eBios HE10DA Y41 an your
computer, The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup.

Jl/1 yCTaHOBKM NPUJIOkKeHUs B Linux He06X0AMMO BBINOJHUTS CIeJyIoliye aru:

Hpe,C[BapI/ITeJIbHO, YTOOBI ObLIN YCTaHOBJI€HbI BC€ 3aBUCHUMOCTH, HeO6XO,£[I/IMO 3allyCTUTDb
TE€pPMHWHAJI XU BBIIIOJIHUTDb B HEM CJIeAyIOIIIMEe KOMaH/bI:

1.cd /INSTALLER_PATH/
- nepexo/ B nanky c deb apxuBom eBios
rje
/INSTALLER_PATH/ - nyTb k nanke c apxuBoM (Hanpumep, cd /home/test/temp/);

2.1 dpkg -i eBios.deb && sudo apt -f install
- yCTaHOBKa NpuJiokeHus u3 deb apxuBa, ec/iu y mosib3oBaTeJisl eCTb paBa
aIUMHUCTPATOPA;

2.1 sudo dpkg -i eBios.deb && sudo apt -f install
- yCTAHOBKa NpUoXeHUs u3 deb apxuBa, ec/iu y nosib3oBaTe sl HET NIPaB
aIMUMHUCTpaTopa.

JloxavuTecb OKOHYaHUA YCTaHOBKH. [loc/ie OKOHYaHMA yCTaHOBKU Bbl MOXeTe HAa4YMHATh
UcnoJsib3oBaThb eBios
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[Ipu nepBoM 3anycke eBios He06X0AMMO YCTaHOBUTB MapoJib afMUHUCTpaTopa BIOS, eciu
NapoJib ellle He YCTaHOBJIEH, WM YCTAaHOBJIEH NapoJib N0 yMoJ4aHulo. [Iponecc cMeHBI
napoJis ONMUCaH B MyHKTe 3.4.

The BIOS Administrator's password is set to default value.

Please change password in eBios (Security tab)

oK
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3.Ucnosib3oBanue eBios

dyHKIMOHAJ NpUI0KeHHs eBios paszesieH Ha YeThbIpe BKIAJKU:
e Boot
e Boot Order
e Advanced
e Security
Csienyronye pas/esibl JaHHOTO JOKyMeHTa CoZlepKaT GoJiee MoAPOo6GHOe ONMCaHNe HACTPOEK B KaXKJOH
M3 BKJIAJIOK ITPUJIOKEHHUA.

@ eBios HE10DA V41 - x

eB|OS Apply

Boot Boot Order Advanced Security

Factory Key Provision

Install factory default Secure Boot keys after the platform reset and while the System is in Setup mode
Disable

BIOS Lock

Enable/Disable the PCH BIOS Lock Enable feature. Required to be enabled to ensure SMM protection of flash.
Disable

Secure Boot

Secure Boot flow control. Secure Boot is possible only if System runs in User Mode

Secure Boot Mode

Secure Boot mode selector
‘Standard' - fixed Secure boot policy, Standard
‘Custom' - chengeable Image Execution policy and Secure Boot Key databases

USB Mass Storage Driver Support
Enable/Disable USB Mass Storage Driver Support.

INTECH PRO

real professionals
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3.1 Boot

@ eBios H610DA V41 - »

eBios Apply

Boot Boot Order Advanced Security

Factory Key Provision

Install factory default Secure Boot keys after the platform reset and while the System is in Setup mode
Disable

BIOS Lock

Enable/Disable the PCH BIOS Lock Enable feature. Required to be enabled to ensure SMM protection of flash.
Disable

Secure Boot
Sacure Boot flow contral. Secure Boat is possible only if System runs in User Mode

Secure Boot Mode

Secure Boot mode selector.
'Standard'’ - fixed Secure boot policy, Standard
'Custom’ - chengeable Image Execution palicy and Secure Boot Key databases

USB Mass Storage Driver Support
Enable/Disable USB Mass Storage Driver Support.

INTECH PRO
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Bkuiagka Boot cozepuT ciefyroiye HaCTPOUKHU:
e Factory Key Provision.

HUmeer pBa coctosHus: Disable u Enable. IlepeksitoueHue Mexay COCTOSIHUSIMU
OCYIIEeCTBJIIETC MyTeM HaxaTus KHomnku “Disable”/”Enable”. Tlone “Factory Key
Provision” BblgeseHO 6eJbIM IIBETOM B cocTOSAHMM Disable, ¥ cHMHUM LIBEeTOB B
coctossHuHu Enable;

Factory Key Provision
Install factory default Secure Boot keys after the platform reset and while the System is in Setup modi

e BIOS Lock.

HUmeer aBa coctosHus: Disable u Enable. IlepeksiioyeHrHe MeXAy COCTOSIHHUSIMH
ocylecTBsieTcsd nyTeM HaxaTtus KHonku “Disable”/”Enable”. Ilone “BIOS Lock ”
BbIZIeJIeHO 6eJIbIM I|BeTOM B cocTossHUU Disable, 1 cuHuM 11BeTOB B cocTossHuU Enable;

BIOS Lock

Enable/Disable the PCH BIOS Lock Enable feature. Required to be enabled to ensure SMM protection of flash.
Disable
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e Secure Boot.

HUmeer pBa coctosHusa: Disable u Enable. IlepekntoyeHue Mexay COCTOSHUSMU
OCYILIeCTBJIsIeTCS NMyTeM HakaTusd KHomku “Disable”/”Enable”. Ilosie “Secure Boot ”
BbIZIeJIeHO 6eJIbIM I[BETOM B cocTossHUM Disable, 1 cuHuM 11BeTOB B cocTosiHuU Enable;

Secure Boot

Secure Boot flow control. Secure Boot is possible only if System runs in User Mode

e Secure Boot Mode.

Umeet pBa coctosgHusa: Standard u Custom. [lepeksouyeHHe MeXAYy COCTOSHUSAMU
OCYILIeCTBJIsIeTCsA NMyTeM HakaTusi KHomku “Standard”/”Custom”. Ilosie “Secure Boot
Mode” BoifesieHO 6eJIbIM IIBETOM B COCTOSIHUM Standard, ¥ CHHUM LIBETOB B COCTOSIHUU
Custom;

Secure Boot Mode
Sec mode

ution policy and Secure Boot Key databases

e USB Mass Storage Driver Support.

HUmeer pBa coctosHusa: Disable u Enable. IlepekntoyeHue Mexay COCTOSHUSMU
OCyIIeCTBJIIETCS MyTeM HaxkaTus kHomnku “Disable”/”Enable”. [Tosie “USB Mass Storage
Driver Support” BblJiesieHO 6esbIM 11BETOM B cocTossHUM Disable, 1 cuHUM LiBeTOB B
coctogHuu Enable;

USB Mass Storage Driver Support

Enable/Disable USB Mass Storage Driver Support. E
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3.2 Boot Order

@ eBios HE10DA V41

eBios

Boot

Boot Order Advanced

Boot Order

Devices Order

Apply

INTECH PRO
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[00]Hard Disk:ubuntu (P2: BR 1286)

[o1]NvME
[02]co/ovD
[03)USB Hard Disk
[04])usB Co/ovD
[05]USE Key
[06]USB Floppy
[07]Network.

Brutagka Boot Order coiep kuT JiBa CBSI3aHHBIX ciMcKa, Boot Order u Devices Order:

e Boot Order

INTECH PRO
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[lo3BosIIeT BBIENATH YCTPOWUCTBO JJII H3MEHEHHs MOpSAJKa €ero 3arpy34yuKos,
BKJIIOYATh/BBIK/JIIOYATh YCTPOWCTBA, C KOTOPBIX OYJeT OCYLIEeCTBJASATBHCA 3arpyska

KOMIIbIOTEPA, a TaK K€ HACTPAUBATb MNOPAJOK 3arpy3KH C 3TUX YCTpOﬁCTB.

Bb160p ycTpoiicTpa AJ151 H3MeHeHUs NoPsA/IKa ero 3arpy3uyuKoB OCYIeCTBASAETCS yTeM
KJIMKa JIEBOY KHONKOM MBIIIU 10 3HAYKy MHOTOTOYHS B CTPOKe C Ha3BaHUEM YTPOMCTBA.
BbiGpaHHOE YCTPOMCTBO MOJCBETUTCS >KEJIThbIM, a CHHU3y B okHe “Devices Order”

MMOABUTCA CIIMCOK AOCTYITHBIX OJIA JAdHHOTO YCTPOﬁCTBa 3drpy34H4KOB.

BkuitoueHMe /BbIKJIIOUEHHE YCTPONCTBA OCYILLeCTBSETCS MyTeM KJIKMKa IPaBOM KHONKOU
MBILIHM 10 3HAa4YKy MHOTOTOYMS B CTPOKe C Ha3BaHMeM YCTPOMCTBA, U BbIOOpA MyHKTA
KoHTeKcTHoro “Enable”/”Disable” cooTBeTCBeHHO.

N3MeHeHHe NoOpAAKa YCTPOMCTB 3arpy3KH OCYILIECTBJISAETCA NMyTeM IepeTacKUBaHUA
YCTPOMCTBA MBILIKOM C 32:KaTOM JIeBOM KHOIIKOM B »KeJIaeMYI0 IO3ULIMIO B CIIUCKeE.
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@ eBios HE10DA V41 — x

eBios Apply

Boot Boot Order Advanced Security

[00JNVME

[01]Hard Disk:Windows Boot Manager (P5: P+1 —n
[02]co/ovD

[03]USB Hard Disk
[04]USB CD/DVD
[05]USB Key
[06]USB Lan
[07]Network

[00]Windows Boot Manager (PS: P4-240

[D1]UEFT O (P4: RADIUM SATA 3.0 256GB
[02)windows Boot Manager (P6: BR 128G
[03)ubuntu (P6: BR 128G

INTECH PRO

reaf professionafs

@ eBios HE10DA V41 - x

EBIOS Apply

Boot Boot Order Advanced Security

Devices Order

INTECH PRO

reai professionals
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e Device Order

[Io3BoJIsieT BKJIIOYATh/BBIKJIIOYATh 3arpy3udKd YCTPOMCTBA, C KOTOPbIX OyJeT
OCYIIECTBJIATbCS 3arpy3Ka KOMIbIOTEPA, a TaK Ke HaCTPauBaThb UX NOPS/IOK.

BkuitoueHue /BbIK/IIOUEHHE 3arpy3UMKa OCYLeCTBJISIETCS MyTEM KJIKMKa NPaBOl KHOMKOH
MBILIY 110 3HAYKy MHOTOTOYHMS B CTPOKe C Ha3BaHUEM 3arpy3uuka, U BbIbopa MyHKTa
KoHTeKcTHoro “Enable”/”Disable” cooTBeTCBeHHO.

M3MeHeHrMe moOpsiKa 3arpy3dyuKOB OCYIIECTBJISIETCAd MyTeM IepeTacKuBaHUS
3arpy3yrKa MbILIIKOW C 3a)KaTOMW JIEBOM KHONIKOM B »KeJIaeMY10 MO3UIUIO0 B CIIMCKE.

@ eBios HE10DA VA1 - x

eBios Apply

Boot Boot Order Advanced Security

Boot Order

[01]Hard Disk:Windows Boot Manager (P5: P4-240 =
[02]CD/OVD
[03]USB Hard Disk
[04]usB Co/oVD
[05]USB Key
[06]USB Lan
[07]Network

Devices Order

[00]Windows Boot Manager (PS: P4-240
[D1JUEFT OS (P4: RADIUM SATA 30 25668 | | .
[02)windows Boot Manager (P6: BR 128G

[03ubuntu (P6: BR 128G

INTECH PRO
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3.3 Advanced

@ eBios HB10DA V41 - *

e BIOS Apply

Boot Boot Order Advanced Security

Wake on LAN

disable integrated LAN to wake the system. -

On LAN cannot be disabled if ME is on at Sx state.)

TPM Support

Enables or Disables BIOS support for security device. 0.S. will not show Security Device: -
TCG EFT protocol and INT1A interface will nat be available.

Front USB2.0 Portl#
Front USB2.0 Port2#

Front USB2.0 Port3#

USB2.0 Port24#
USB3.0 Portl#
USB3.0 Port2#

INTECH PRO

rea! professionais

Bkuagka Advanced cofiep:KUT ciefytolre HaCTPOUKHU:

¢ Wake on LAN.

HUmeeT aBa coctosiHus: Disable u Enable. [lepeksitoyeHre MeXay COCTOSHUSIMH
OCyLIeCTBJIsIeTCs MyTeM HaxkaTus kHONKU “Disable” /”Enable”. [Tosie “Wake on LAN ”
Bbl/leJIeHO OeJibIM I|BETOM B coCcTOsiHMU Disable, ¥ CHHHMM I|BETOB B COCTOSIHUU

Wake on LAN

Enable sable integrated LAN to wake the system.

(The Wake O cannot be disabled if ME is on at Sx state.) -

Enabled;
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TPM Support.
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Hmeet aBa coctosiHus: Disable u Enable. [lepek/itoyeHue Mexay COCTOSIHUSIMU
OCYIIEeCTBJIAETCS MyTeM HakaTus KHonkH “Disable”/"Enable”. [Tosie “TPM Support”
BbIZIeJIEHO OeJibIM LIBETOM B cocTosiHMM Disable, ¥ cMHHMM I|BETOB B COCTOSIHHUH

TPM Support

ables BIOS support for
col and INT1A interface

Enable;
USB Devices.

curity device. 0.S. will not show Security Device.

Il not be available.

[TepeBop “USB Support” B coctosiHue “Disable” oTkitouaet Bce USB nopThl. [lepeBog,
B cocrosinve “Enable” Bo3Bpamaer Bce USB mopTel B mpejbiAyllee COCTOSTHHE
(mopThl, KOTOpPble paHee ObLIM BKJIOYEHBI, OCTAHYTCS BK/JIOYEHHBIMH, a MOPTHI,
KOTOpbIe paHee GbLIM OTK/IIYEHb], OCTAHYTCS OTK/IIOUYEHHbIMHU).

Front USB2.0 Portl#
Front USB2.0 Port2#
Front USB2.0 Port3#
Front USB3.0 Portl#
Front USB3.0 Port2 #
Rear USB2.0 Portl#
Rear USB2.0 Port2#

Rear USB3.0 Port2#

0 s000008
3 5

Tak xe Kaﬁ(ﬂblﬁ IOPT MOXKET ObITH BKJIIOUEH WJIM BBIKJIYEH HWHAWBHUAYaAJIbHO,

nNyTeéM HaXaTHud HallpOTUB HEro KHOIIKHU

“Disabled”/”Enabled”. Ha3sBanue

BK/t0YeHHoro USB IopTa BblAeJIAeTCA O6es1bIM OBETOM, a OTK/JIOYEHHOI'O — YE€PHbIM.

Front USB2.0 Portl#
Front USB2.0 Port2#
Front USB2.0 Port3#
Front USB3.0 Portl#
Front USB3.0 Port2#
Rear USB2.0 Portl#
Rear USB2.0 Port2#

Rear USB3.0 Port2#

USB Support

Page 15 of 23

B0 J00000E
5



INTECH PRO

real professionals

3.4 Security

@ eBios HE10DA V41

eBios

Boot Boot Order Advanced Security

Administrator Password

User Password

INTECH PRO
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Bkuagka Security coiep>XUT ciieyrole HaCTPOUKU:

e Administrator Password. [lo3BoJisieT cMeHUTb NapoJsib agMuHuctpatopa BIOS.

[l 3TOoro He06X0AMMO BBECTHM TEKYLIUH NapoJsb agMuHucTpatopa BIOS B mose
“Current Password” v HOBBIM mnapoJib aaMuHucTpaTtopa BIOS B mnose “New
Password”. U3MeHeHus1 cOXpaHAIOTCA yTeM HaxkaTusA kHonkH “Change Password”.

Administrator Password

Change Password
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e User Password. [lo3BosisieT cMeHUTb NapoJsib noJib3oBaTesss BIOS. [l atoro
He0o6X0/JMMO BBECTH TeKYILUH apoJib aAMUHUcTpaTopa BIOS B nosie “Administrator
Password” u HOBBIM mapoJsib mnoJsib3oBaTesss BIOS B mosie “New Password”.
M3MeHeHUs COXpaHSAOTCA MyTeM HaxkaTusa KHonkH “Change Password”.

User Password Change Password

3.5 [IpumeHeHUe U3MEeHEHHbIX HACTPOEK

BbiOpaHHbIe HACTPOUKHM MPUMEHSIIOTCS MyTEM HaXKaTHs KHOMKHK “Apply” B BepxHeM MpaBoM
yIJy OKHA MPUJIOKEHUSs, NMPU HAXOXJAEHWHM Ha JIIO0U 3akiajke (Kpome Security). [pu
HaKaTHUW Ha 3Ty KHOIKY OyAyT COXpaHeHbl BCeé U3MeHEeHHble HACTPOWKH, HE 3aBUCUMO OT
TOTO0, KaKasi UMeHHO 3aKJ/IaJIKa OTKPbITA B HACTOSIIIMHA MOMEHT.

@ eBios HE10DA V41 - s

eBIOS Apply

Boot Boot Order Advanced Security

Wake on LAN

Enable or disable integrated LAN to wake the system. -
(The Wake On LAN cannot be disabled if ME is on at Sx state.)

TPM Support

Enables or Disables BIOS support for security device. O.S. will not show Security Device. -
TCG EFI protocol and INT1A interface will not be available.

Front USB2.0 Port1#
Front USB2.0 Port2#
Front USB2.0 Port3#
Front USB3.0 Port1#
Front USB3.0 Port2#
Rear USB2.0 Port1#
Rear USB2.0 Port2#

Rear USB3.0 Port2#
USB Support

B0 0000008
&
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[IpuMeHeHUe U3MeHEeHUH TpebyeT NOATBEPK/AEHUSl MyTeM BBOJA MMapoJisd a[MUHUCTPATOpa
BIOS. B nosiBuBLIEMCS OKHe BBeAUTe MapoJib agMUHUCTpaTopa BIOS, nocie BBoAa naposs
HaXXMUTe KHONKy “Apply” ass noATBepKZeHHS COXpaHEHUs W3MEeHEHUM, WU KHOIKY
“Cancel” gy oTMeHBI COXpaHeHHs U3MEeHEeHU .

Enter Admin password

C )
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4.Ucnosib30BaHMe eBios yepe3 KOMaHAHYIO CTPOKY

Kaxxas koMaH/ia U3 HUKeNpUBeJeHHbIX UMeeT KPaTKYI0 U NOJIHY0 GOpMY, BBITIOJIHAOIINE
oauHakoBble ¢GyHKUMU. Hampumep: komaHzaa eBios-"e-usball" aTo kpaTtkas ¢opma, a
koMaH/Ja "enable-usball" aTo mosiHas ¢opma komangbl "Enable All USB Support.",
N03BOJIAKLIEN BKJIKYUTH Bce USB mopThl KOMIIbIOTEPA.

,Z[JIH HUCIIOJIb30BaAHHUA TMNPHUJTIOKEHHUA 4Yepe3 KOMaHAHYI0 CTPOKY, H806X0,£[I/IMO CMEHHUTD
JACPHUKTOPHIO HA KOPHEBYIO IIAIKY IIPUJIOKEHHA.

BN Aamuductparop: Komanjnan cpoxa A [m] *

dopmaT BBOJjJa KOMaH/i B KOMaHHOU

ctpoke:eBios.exe --d-usball

| BN C:\Windows\System32\cmd.exe - a *
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KoMmania --help BbIBOAUT ciMCOK BCeX JOCTYMHbBIX KOMaHJ,

t #2
ble Front U

ision

ustom-secure
--enable-usb-mass-stol
ble-usb-m,

--e-wol, --enable-wake-on-lan

B Select c 2\cmd.exe - o x

Read dump from BI
File

urite dump from File to

-b1, --bo-bl

oot-order-index

<boot-de > Parameter for

Page 20 of 23
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4.1 CoMCOK KpaTKUX KOMaHJ,

KomaHzbl B 3TOM pasjiesie BBINOJHSIT Te Xe QYHKIHUH, YTO U KHOMKH rpaduyeckoro
uHTepdeiica, a TakKKe UMEIOT JONOJHUTENbHYI0 QYHKIIMOHATBHOCTb.

Ne KomaHga Onucanue

1 h Displays help on commandline options
2 % Display eBios application version
3 e-r201 Enable Rear USB2.0 USB Port #1
4 d-r201 Disable Rear USB2.0 USB Port #1
5 e-r202 Enable Rear USB2.0 USB Port #2
6 d-r202 Disable Rear USB2.0 USB Port #2
7 e-r301 Enable Rear USB3.0 USB Port #1
8 d-r301 Disable Rear USB3.0 USB Port #1
9 e-r302 Enable Rear USB3.0 USB Port #2
10 d-r302 Disable Rear USB3.0 USB Port #2
11 e-f201 Enable Front USB2.0 USB Port #1
12 d-f201 Disable Front USB2.0 USB Port #1
13 e-f202 Enable Front USB2.0 USB Port #2
14 d-f202 Disable Front USB2.0 USB Port #2
15 e-f203 Enable Front USB2.0 USB Port #3
16 d-f203 Disable Front USB2.0 USB Port #3
17 e-f301 Enable Front USB3.0 USB Port #1
18 d-f301 Disable Front USB3.0 USB Port #1
19 e-f302 Enable Front USB3.0 USB Port #2
20 d-f302 Disable Front USB3.0 USB Port #2
21 e-usball Enable USB Support

22 d-usball Disable USB Support

23 e-fkp Enable Factory Key Provision

24 d-fkp Disable Factory Key Provision

25 e-sb Enable Secure Boot

26 d-sb Disable Secure Boot

27 ssb Set Secure Boot Mode to Standard
28 csb Set Secure Boot Mode to Custom
29 e-msds Enable USB Mass Storage Driver Support
30 d-msds Disable USB Mass Storage Driver Support
31 e-wol Enable LAN Devices Power On
32 d-wol Disable LAN Devices Power On
33 e-tpms Enable Security Device Support
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34

d-tpms

Disable Security Device Support

35

e-bwp

Enable BIOS Write Protection

36

d-bwp

Disable BIOS Write Protection

37

cap

Change Admin Password
Usage:

--cap --oap 12345 --nap 54321
Where:

12345 - old admin password
54321 - new admin password

38

cup

Change User Password
Usage:

--cup --ap 12345 --nup 54321
Where:

12345 - admin password
54321 - new user password

39

oap

Parameter for cap
0ld admin password

40

nap

Parameter for cap
New amin password

41

nup

Parameter for cup
New user password

42

ap

Parameter for cup
Administrator password

43

cpwd

Parameter for any command, required admin password for
BIOS

Usage:

<command> --cpwd 12345

Where:

<command> - your commandslist

12345 - BIOS admin password

44

dump

Dump Operation Flag
Should be in all Dump Read /Write commands

45

d-read

Read dump from BIOS to File

Usage:

--dump -d-read <file.name>

Where:

<file.name> - absolute or relative file name

46

d-write

Write dump from File to BIOS

Usage:

--dump -d-write <file.name>

Where:

<file.name> - absolute or relative file name

47

bo

BootOrder Management Flag
Should be in all BootOrder commands

48

bo-i

Show BootOrder Info
Usage:
--bo --bo-i

49

bo-bl

Show list with BootOrder and BootOption indexes
Usage:
--bo --bo-bl

50

bo-boi

Parameter for bo-bu
BootOption Index

51

bo-bu

Update BootOrder Element
Usage:

--bo --bo-bu 0 --bo-boi 1
Where:

0 - BootOrder index from bo-bl
1 - BootOption index from bo-bl

52

bo-dl

Show list with BootDevice and DeviceOption indexes for
specified BootOrder element

Usage:

--bo --bo-dl 0
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Where:
0 - specified BootOrder element index from bo-bl
53 bo-di Parameter for bo-du
BootDevice Index
54 bo-doi Parameter for bo-du
DeviceOption Index
55 bo-du Update BootDevice Element
Usage:
--bo --bo-du 0 --bo-di 1 --bo-doi 2
Where:
0 - BootOrder index from bo-dl
1 - BootDevice index from bo-dl
2 - DeviceOption index from bo-dl
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